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Why BISS-CA: EBU Mandate

• It specifies an open, interoperable conditional access system allowing the 

operator to revoke or allow, in real time, the reception of programmes by a 

particular receiver

• This is an EBU defined standard that addresses the security compromises of 

BISS 1, something that has become increasingly prevalent over the last 5 

years through Brute Force key hacking, for example.

• BISS 2 (including CA Mode) allows equipment diversity and interoperability 

and does not lock-in operators to a single encoder or IRD vendor. 

• Furthermore, the protocol is designed to allow additional customisation by 

reserving space for private data carriage.
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What is BISS CA?

• BISS v2 like BISS v1 supports both Mode 1 and Mode E keys but uses a 

128-bit key encryption to increase security.

• The BISS-CA mode is built on top of the BISS 2 mode E but allows the 

operator to change the session key in-stream periodically in a seamless 

manner for the entitled receivers, while at the same time revoking receivers 

that are no longer entitled.  

• This standard addresses the need of sport federations and any content rights 

holder who is looking for a secure, transparent and traceable contribution and 

primary distribution system while being vendor agnostic. 

• BISS-CA is backward compatible with existing multiplexers as far as they 

comply with the MPEG-2-TS and DVB specifications. 
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RX8200 BISS CA HW Prerequisites

• Board ID 1922 CA Lite Card must be installed

• Rx8200 Unit Serial Number

• Rx8200 Software Version [> SW-8.25.1]
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RX8200 BISS CA HW Prerequisites

• Unique Serial Number / Dallas-ID


